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ABSTRACT  

Organizations increasingly frame cybersecurity not only in terms of prevention but of 
resilience — the capacity to anticipate, withstand, and recover from digital threats. This 
systematic literature review synthesizes 106 studies identified from IEEE Xplore, ACM 
Digital Library, and Google Scholar (980 unique records screened from 1,023 raw 
exported/downloaded records; Scopus and Web of Science were not accessible and are 
excluded from scope) to characterize the strategies, research methods, and evidence gaps 
in this literature, organized around a three-phase classification (Anticipate, Withstand, 
Recover) with Adaptation examined as a cross-cutting theme. Anticipate-phase research is 
the most mature, dominated by cyber threat intelligence production/sharing and 
situational-awareness architectures for critical infrastructure. Withstand-phase research 
is comparatively fragmented across Zero Trust architectures, cyber-physical-system attack 
detection, and resilience-by-design engineering. Recover-phase research, initially the 
thinnest phase in an interim analysis, proved substantially better represented once the full 
evidence base was assembled, combining mature technical work on ransomware 
detection/recovery and disaster recovery with organizational research on incident-
response-team establishment. Framework/model proposals and simulation/technical 
evaluations together account for 53% of included studies, while empirical organizational 
research accounts for only 14% — a field stronger at proposing and technically validating 
mechanisms than at empirically observing organizational practice. Post-incident crisis 
communication, independent replication of newly proposed technical mechanisms, and 
empirical study of organizational adaptation over time are the most concretely evidenced 
gaps for future research. Methodological limitations — incomplete database coverage, an 
evidenced false-positive rate in automated screening, and single-reviewer 
screening/extraction — are reported explicitly rather than smoothed over. 

KEYWORDS 
Cyber Resilience, Cyber Resiliency Framework, Cybersecurity, Systematic 
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Introduction  

Organizations' exposure to cyber threats continues to grow in scale and cost even as 
detection and response capabilities improve. IBM's Cost of a Data Breach Report — 
Ponemon Institute research across 600 breached organizations — found the global average 
breach cost at USD 4.44 million, a 9% decline attributed largely to faster, AI-aided detection 
and containment (mean time to identify and contain fell to 241 days, a nine-year low). The 
same report surfaces a new risk dimension: 13% of organizations experienced attacks 
impacting AI models or applications, high-"shadow AI" organizations incurred USD 670,000 
in additional breach costs on average, and 97% of organizations with an AI-related incident 
lacked proper AI access controls. 

The World Economic Forum's Global Cybersecurity Outlook (with Accenture) 
reinforces that this is not simply a story of improving defenses. Ninety-four percent of 
respondents identified AI as the most significant driver of cybersecurity change, and the 
share of organizations formally assessing AI-specific risk nearly doubled (37% to 64%). 
Confidence in national cyber preparedness moved in the wrong direction — 31% reported 
low confidence, up from 26% the prior year — with sharp regional disparities (84% in the 
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Middle East/North Africa versus 13% in Latin America and the Caribbean) and public-sector 
organizations reporting insufficient resilience capabilities at a higher rate (23%) than other 
sectors. Together, these reports motivate this review's premise: the challenge is no longer 
simply preventing breach but continuing to operate and recovering quickly when — not if 
— one occurs, and organizational confidence in that capacity is, by the latest data, uneven 
and in places declining. 

From cybersecurity to cyber resilience 

The U.S. National Institute of Standards and Technology (NIST) defines cyber 
resiliency as "the ability to anticipate, withstand, recover from, and adapt to adverse 
conditions, stresses, attacks, or compromises on systems that use or are enabled by cyber 
resources," intended to let mission or business objectives be achieved even in a contested 
cyber environment — that is, resiliency assumes some attacks will succeed rather than 
assuming all can be prevented (NIST SP 800-160, Vol. 2, Rev. 1; Ross et al., 2021). This four-
part anticipate/withstand/recover/adapt structure originates in the MITRE Cyber 
Resiliency Engineering Framework, traced in detail by this review's own included literature 
(Bodeau & Graubart, 2011; Bodeau et al., 2014a). It is the direct basis for this review's own 
classification scheme: three of the four dimensions — Anticipate, Withstand, and Recover 
— are named in the title and organize the synthesis, while the fourth, Adaptation, is 
examined separately as a cross-cutting theme in Section 5.2, because the included literature 
engages with it far less directly and consistently than the other three. 

Cyber resilience is thus conceptually distinct from, though complementary to, 
conventional cybersecurity's historical emphasis on prevention (Bodeau, 2018). Resilience 
assumes breach is likely for a sufficiently motivated adversary and asks how quickly and 
completely an organization detects, contains, operates through, and recovers from it — and 
how it changes posture afterward. This is the lens applied to 106 studies retrieved from 
IEEE Xplore, ACM Digital Library, and Google Scholar. 

The gap this review addresses 

The literature on cyber resilience strategies is fragmented across disciplinary silos 
— threat-intelligence researchers, incident-response-management researchers, 
ransomware-recovery researchers, and organizational-resilience-framework researchers 
largely publish within their own venues, with limited synthesis connecting anticipatory 
strategies to withstand-phase mechanisms to recovery-phase practice within one consistent 
scheme. This review's own evidence base illustrates the point: only 14% of the 106 included 
studies are genuinely empirical organizational research (Section 4.1), with the rest split 
between framework/model proposals (31%) and technical simulations (22%) that rarely 
cite across the anticipate/withstand/recover boundary. This review addresses that 
fragmentation by applying one consistent three-phase scheme across a systematically 
identified, screened, and full-text-assessed evidence base. 

Structure of this review 

Section 2 (Literature Review) synthesizes the 106 included studies by phase — 
Anticipate, Withstand, Recover, and cross-cutting/framework literature — addressing RQ1. 
Section 3 (Methodology) describes the search, screening, and eligibility process and its 
retrieval limitations. Section 4 (Results) addresses RQ2's method-distribution question and 
RQ3's gap analysis. Section 5 (Conclusion) revisits all three RQs, introduces Adaptation as a 
cross-cutting theme, states this review's limitations, and synthesizes overall findings. 
Section 6 (Recommendation) closes with the most concretely evidenced directions for 
future research. 
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Literature Review 

Because a study can span more than one phase, the 106 included studies are 
described in two layers: how many touch each phase at all (inclusive; the four phase counts 
sum to more than 106), and how many treat a single phase as sole focus (exclusive; sums to 
106 together with multi-phase studies). 

Table 1 
Phase distribution across the 106 included studies (studies may touch more than 

one phase). 
Phase Studies touching this phase (inclusive) Studies with this as sole focus 

Anticipate 55 29 
Withstand 29 9 

Recover 28 5 
Cross-cutting / framework 41 30 

The remaining 33 studies span two or more phases jointly. Anticipate is the most 
heavily represented phase (52%), and cross-cutting/framework literature is also large 
(39%). Recover (26%) includes a genuine cluster of ransomware detection-and-recovery 
systems, disaster-recovery architectures, and organizational CSIRT-establishment 
literature (Section 2.4). This distribution (Table 1) describes the studies actually 
synthesized, not a claim about the complete population of 980 screened records — 362 
screened-relevant records were never retrieved (Section 3.2), and the observed false-
positive rate suggests a meaningful fraction of those would not have been eligible even if 
retrieved. 

The 106 included studies are drawn fairly evenly across the three searchable 
databases: ACM Digital Library direct search contributed the largest single share (32), 
followed by IEEE Xplore (29), Google Scholar (23), and ACM Digital Library via Crossref (22). 

Anticipate: strategies and mechanisms 

The Anticipate literature spans several sub-themes. Cyber threat intelligence 
(CTI) work covers automated extraction of structured intelligence and MITRE ATT&CK 
TTPs from text (Chen et al., 2023), threat attribution via graph representation learning and 
DNS pattern analysis (Duan et al., 2023), and organizational CTI-sharing challenges, quality 
assurance, and tradecraft (Saeed et al., 2023). 

Cyber situational awareness and incident correlation is a second major cluster: 
VSM-based correlation linking incident reports, vulnerability alerts, and threat advisories 
for critical-infrastructure protection (Settanni et al., 2016); combined situational-
awareness models for cyber-physical monitoring operators (Timonen, 2015); smart-grid 
attack-scenario analysis with security-by-design countermeasures (Shovgenya et al., 2015); 
an empirical finding that CTI analysts' limited access to tacit "threat and defence knowledge" 
reduces their ability to anticipate threats (Ahrend et al., 2016); and event-correlation 
frameworks addressing gaps in standardized CTI sharing (Kim et al., 2016; Cho et al., 2016; 
Padayachee & Worku, 2017). 

A third, smaller cluster addresses vulnerability/risk assessment and standards 
alignment — attack-surface reduction, OSINT integration, and framework alignment 
against NIST CSF, ISO 27001, and IEC 61511/62443 (Porter et al., 2022; Rommel et al., 2023; 
Gabriel et al., 2017; Mavroeidis & Bromander, 2017; Silva & Barros, 2017; Nykänen & 
Kärkkäinen, 2016; Khou et al., 2017a/b), including Nguyen, Shen & Thai (2013), whose 
proactive critical-node-identification algorithm for cascading-blackout prevention required 
a manual eligibility override after an initial classifier misread of its adversarial-attack 
framing. 



 
Journal of  Development and Social Sciences (JDSS) October-December  2024 Volume 5, Issue  4 

 

731 

Two uncertainty flags apply: the CTI literature's volume may partly reflect which 
venues were searchable rather than representativeness, and Burton (2016), on cyber-
attacks and maritime situational awareness, sits closer to international-relations analysis 
than organizational cyber-resilience practice — retained at eligibility but weighted 
accordingly. 

Withstand: strategies and mechanisms 

The Withstand literature (29 studies touching; 9 sole focus) clusters around three 
sub-themes. Zero Trust architecture: challenge-response software-integrity 
authentication and integration with the MITRE ATT&CK matrix for public-sector 
detection/response. Cyber-physical systems (CPS) resilience: smart-grid Automatic 
Generation Control detection (Nafees et al., 2021), attack mitigation in delay-tolerant 
networks, a systematization of CPS detection-reaction techniques, a controller-
diversification mechanism spanning Withstand and Recover, and a multi-layered deep-
learning detector for SCADA gas-pipeline attacks achieving 96.5% detection accuracy with 
a 0% false-alarm rate (Eke et al., 2020). Security-operations infrastructure: real-time 
graph-based threat-intelligence generation and a decentralized multi-agent SIEM-
replacement architecture. Engineering-level mechanisms: language/toolchain design 
choices to reduce exploitable defects (Wheeler, 2019); deterministic-replica state-
comparison for detecting hardware or cyber-attack divergence (Troiani, 2020); Time Petri 
Net extensions modeling attack-timing impact on mission-critical assets (Cam & Mouallem, 
2013); and a Cyber Resilience Engineering Framework building resilience "by construction" 
via Algebraic Petri nets, demonstrated on a firewall case study (Khan et al., 2015). 

Recover: strategies and mechanisms 

The 106-study set includes 28 studies touching Recover (5 sole focus), across three 
sub-clusters. Ransomware detection and recovery: a hypervisor/SSD tag-based approach 
evaluated on 3,123 real ransomware samples with full file restoration (Ma et al., 2023); a 
comparison of four backup technologies against ransomware/disaster-recovery criteria 
(Singhal, 2022); a response framework built from reverse-engineering 25 ransomware 
variants, arguing existing defenses over-focus on detection while recovery guidance is 
neglected (Bajpai & Enbody, 2023); an SSD DRAM-cache-based detector/recovery 
mechanism with faster detection and a smaller recovery queue; and an early-stage parallel-
blockchain architecture for SCADA historian data that candidly reports remaining 
vulnerability to ransomware-induced corruption. 

Disaster recovery and business continuity: Disaster-Recovery-as-a-Service for 
SMEs, weighed against named risks of cloud-based DR tied to privileged malicious actors 
(Ben Rebah & Ben Sta, 2016); an enterprise data-asset architecture combining DR backup 
with AI-based threat detection; and an evaluation of the GRR incident-response/forensics 
framework in simulated healthcare, effective for live forensics but flagging a genuine 
HIPAA/PHI exposure risk in its default settings (Acharya et al., 2015). 

Organizational incident-response capability: a two-part CSIRT-capability 
management model (Mooi & Botha, 2016a) applied to establish South Africa's national 
research-network CSIRT across roughly 204 institutions (Mooi & Botha, 2016b); a 
systematic review of CSIRT services from 37 primary studies (Mejia et al., 2015); a fuzzy-
logic incident-detection method with CERT/CSIRT effectiveness baselines (Gizun et al., 
2015); an analysis of Pakistan's national incident-response capability gaps with a multi-tier 
roadmap (Tariq et al., 2013); an empirical finding that national CSIRTs lack a generally 
accepted standard for evaluating their own tools (Kassim et al., 2023); expert-interview-
derived requirements for machine-readable incident-response playbooks; and a Systemic 
Design study of sociotechnical factors in CSIRT effectiveness and analyst burnout, reporting 
preliminary findings. 
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No study treats post-incident crisis communication as its primary contribution — 
a narrow but real gap despite otherwise substantial Recover coverage. 

Cross-cutting and framework literature 

The cross-cutting/framework cluster (41 touching; 30 sole focus) spans several 
strands. The MITRE Cyber Resiliency Engineering Framework (CREF) lineage is the 
most direct precedent for this review's own model: Bodeau et al. (2011, 2014a; Bodeau, 
2018) establish four goals — Anticipate, Withstand, Recover, and Evolve — the last treated 
here as part of the cross-cutting Adaptation theme (Section 5.2); Bodeau et al. (2014b) 
extend the structure to systems-of-systems in the space domain; Ross et al. (2019) extends 
it into systems-security-engineering guidance for building resiliency against Advanced 
Persistent Threats (see References for its relationship to the current NIST publication cited 
in the Introduction). 

Definitional/historical synthesis traces cyber resilience's conceptual lineage from 
ecological and engineering resilience (Linkov & Kott, 2018). Comparative surveys evaluate 
frameworks, strategies, and tools (Sepúlveda-Estay et al., 2020). Sector- and standard-
mapping empirical studies cover Industrial IoT gaps against NIST CSF (Axon et al., 2021), 
human-factors practices (Rohan et al., 2023), Philippine SME adoption, and Norwegian OT 
control deployment. SME-focused maturity/operationalization models appear in Carías et 
al. (2020a/b), and comprehensive business-oriented models covering governance through 
recovery in Kanaan et al. and AL-Hawamleh. 

Further strands include human/behavioral dimensions (Kleij & Leukfeldt, 2020), 
sector-specific conceptual work spanning finance, insurance, and societal actors (Dupont, 
2019; Hausken, 2020; Safitra et al., 2023 — see Section 5.2), and technical contributions 
including a CPS experimentation platform (Thorpe et al., 2022), autonomous mission-aware 
resiliency agents (Gkoktsis et al., 2022), a blockchain/federated-learning zero-trust 
architecture, a citizen-level resilience ontology (Thinyane & Christine, 2020), and a 
validated Cyber-Resilience Index for a real 4GW virtual power plant deployment — one of 
the few studies validated against real operational data rather than simulation. 

Material and Methods 

Search strategy and databases 

Records were identified through three databases: IEEE Xplore, ACM Digital Library, 
and Google Scholar. Scopus and Web of Science were not searched, because neither is 
accessible without institutional login; this is treated as a limitation of coverage (Section 5.4), 
not an oversight. 

Boolean search strings combined a mandatory cyber-domain anchor ("cyber 
resilien\" OR "digital resilience" OR "cyber resiliency") with phase-specific term clusters for 
Anticipate, Withstand, and Recover, plus a Framework cluster (NIST CSF, ISO 27001, ISO 
22301, MITRE CREF). The process differed by database: 

 IEEE Xplore. Fourteen CSV exports (918 raw rows) were deduplicated by DOI 
(falling back to normalized title + year), removing 38 duplicates and leaving 880 

unique records. One search string that initially omitted the cyber-domain anchor 

produced an anomalous 2,391 off-topic hits (e.g., earthquake early-warning, radar 

clutter suppression) and was corrected before the final export set was used. 

 ACM Digital Library. ACM's search interface blocks automated access (robots.txt), 

so the Crossref DOI-registry API (filtered to ACM's 10.1145 prefix) yielded 31 

candidate records, and direct manual searching yielded 49 full-text PDFs; after 
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removing 4 overlaps/duplicates, this contributed 45 additional unique records with 

full text already in hand. 

 Google Scholar. Also searched manually (automated querying is against its terms 
of service), yielding 25 full-text PDFs, of which 2 were removed (1 duplicate, 1 off-

topic), leaving 23 new unique records. 

This produced 980 unique records (880 IEEE + 31 ACM-via-Crossref + 45 ACM-direct + 23 
Google Scholar, net of one cross-database duplicate). Reconciled against total raw volume 
actually exported/downloaded (1,023 records: 918 IEEE + 80 ACM + 25 Google Scholar), 43 
duplicates were removed across the three databases (IEEE 38, ACM 4, Google Scholar 1). 
This 1,023/43/980 accounting — rather than the Search Log's raw per-query hit sum of 
2,551, which double-counts overlapping search strings — is the basis for the PRISMA flow 
diagram (Figure 1). The evidence base is confirmed finalized; no further searches or 
retrieval are planned. 

 

Figure 1. PRISMA 2020 flow diagram of the identification, screening, eligibility, and 
inclusion process. 

Screening and eligibility 

Title/abstract screening applied the inclusion criterion that a study concerns 
organizational or technical cyber-threat resilience mapped to the three-phase model, 
excluding non-cyber uses of "resilience" (ecological, structural/seismic, psychological, 
medical-device physical reliability), generic fault-tolerance/database-recovery mechanisms 
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with no cyber-threat framing, wrong publication types, and keyword false-positives (e.g., 
"security" matching inside "insecurity"). 

486 records were excluded at screening; 494 passed. Of these, 132 (IEEE 46, 
ACM-direct 38, ACM-via-Crossref 25, Google Scholar 23) had full text retrieved and were 
assessed for eligibility; 362 passed screening but were never retrieved as full text before 
the evidence base was finalized — a database-access/retrieval-capacity limitation (Section 
5.4), not a per-record failure. Of the 132 assessed, 26 were excluded at eligibility (IEEE 
17, ACM-direct 6, ACM-via-Crossref 3): 13 were generic technical mechanisms without 
cyber-threat framing, 10 were physical/hardware-engineering papers matching keywords 
in an unrelated domain, 2 were generic cybersecurity papers without phase-specific 
framing, and 1 used "digital resilience" to mean personal wellbeing. 106 studies were 
included (Section 2; Figure 1). 

A methodological caveat bears on how the 362 unretrieved records should be read: 
when a batch of 68 full texts was reviewed completely, 20 (29%) turned out to be false 
positives despite passing title/abstract screening — natural-hazard, military, or hardware 
papers matching resilience vocabulary in unrelated domains — compared with 6 of an 
earlier 64 (9%). A comparable rate likely applies to the unretrieved 362, so the true number 
of additional eligible studies among them is almost certainly smaller than 362; this review 
does not claim otherwise. 

Data extraction 

For each of the 106 included studies, the full PDF was read to extract authors, 
country/organizational context, method, phase focus, research type, and key findings; fields 
not explicitly stated are marked "Not stated in paper" rather than inferred, and partial reads 
(e.g., long surveys, slide-deck-style presentations) are flagged in the underlying data-
extraction record. 

Four author/year combinations recur across different papers and are 
disambiguated with letter suffixes: Bodeau et al. (2014a/b), Mooi & Botha (2016a/b), Khou 
et al. (2017a/b), and Carías et al. (2020a/b); Ross et al. is disambiguated by year alone 
(2019/2021 — see References). 

Results and Discussion 

Table 2 
Research type distribution across the 106 included studies. 

Research type Count 
Framework/model proposal 33 

Simulation/technical evaluation 23 
Systematic/literature review 14 

Conceptual/theoretical 13 
Case study 8 

Empirical (qualitative) 6 
Empirical (mixed methods) 5 

Empirical (quantitative) 4 

Framework/model proposals and simulation/technical evaluations together 
account for 56 of 106 studies (53%), with a further 14 systematic reviews and 13 
conceptual papers. Genuinely empirical work with primary organizational data accounts for 
only 15 of 106 studies (14%), plus 8 case studies (several explicitly preliminary — e.g., 
Davies & Patel, 2016). The evidence base leans toward proposing and technically evaluating 
mechanisms rather than empirically observing how organizations actually anticipate, 
withstand, or recover from cyber threats in practice. 
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 Post-incident crisis communication is a narrow but real gap: none of the 106 

studies treats communication with stakeholders, media, or customers after an 

incident as its primary focus. 

 Empirical evidence remains thin relative to frameworks and simulations; 
several included case studies are explicitly preliminary (Davies & Patel, 2016). 

 Geographic concentration has broadened but remains uneven. Real examples 
span South Africa, Pakistan, Peru, Kuwait, Ukraine, South Korea, Finland, Japan, 

Brazil, Germany, and Canada, but US-, UK-, and Germany-affiliated authorship 

remains the largest cluster, and Latin America (beyond Peru/Brazil) and Sub-

Saharan Africa (beyond South Africa) remain thin — an observed pattern in this 

sample, not a claim about the global literature. 

 Sector concentration persists in smart grid/critical infrastructure, SCADA/ICS, 

government CSIRTs, and SMEs; healthcare gained one genuine data point (Acharya 

et al., 2015, with a HIPAA-compliance finding) but remains thin relative to its real-

world importance as an attack target. 

Conclusion 

The 106 included studies show that cyber-resilience maturity differs meaningfully 
by phase. Anticipate is the most mature and technically saturated, dominated by cyber 
threat intelligence (its production, correlation, attribution, and organizational sharing) and 
situational awareness (technical monitoring architectures and the human/organizational 
side of maintaining it). A smaller family addresses risk/vulnerability assessment against 
recognized standards. Two tensions are worth stating: most of this literature represents a 
decade or more of continuous technical refinement (2013–2025) without a correspondingly 
mature body of evidence that better CTI or situational awareness actually translates into 
fewer or shorter incidents — the causal link is largely assumed rather than measured; and 
several foundational papers (e.g., Settanni et al., 2016; Ahrend et al., 2016; Kim et al., 2016) 
are now roughly a decade old, while the threat landscape (ransomware-as-a-service, AI-
enabled attacks) has changed substantially. 

Withstand is comparatively thin and fragmented: no single strategy dominates 
the way CTI dominates Anticipate. Studies cluster loosely around Zero Trust architectures, 
CPS-specific detection/mitigation mechanisms that are often domain-specific rather than 
generalizable, and a smaller set of engineering approaches to building resilience directly 
into system design (Wheeler, 2019; Troiani, 2020; Khan et al., 2015). This fragmentation is 
itself a finding: the literature has not converged on a small number of well-validated 
Withstand strategies. 

Recover has changed substantially since an earlier interim analysis of this 
evidence base, splitting into two mature technical strands (ransomware 
detection/recovery, disaster-recovery/backup architecture) and one genuinely 
organizational strand — CSIRT establishment, management, and evaluation (Mooi & Botha, 
2016a/b; Tariq et al., 2013; Kassim et al., 2023) describing how organizations and even 
national bodies build institutional recovery capability, which is precisely the organizational-
strategy evidence RQ1 asks about. Several of the newest technical Recover contributions 
(Ma et al., 2023) are recent single-study proposals without independent replication in this 
evidence base, so their generalizability should not be overstated. 

Cross-cutting theme: Adaptation 

Several included studies explicitly invoke a fourth concept — 
Adapt/Adaptation/Evolve — that does not fit cleanly into any single phase and is treated 
here as a cross-cutting theme rather than a fourth category. The clearest anchor is the 
MITRE CREF lineage itself: Bodeau & Graubart (2011) and its updates define cyber 
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resiliency around four goals — Anticipate, Withstand, Recover, and Evolve — with Evolve 
concerned with changing missions, threats, and technologies over time. Thinyane & 
Christine (2020) build "adapt" into their citizen-level SC2R ontology; Gkoktsis et al. adopt 
the same four-part NIST/MITRE definition for their Cyber-Resilience Index — the same 
definition this review's Introduction draws on directly. Beyond the CREF lineage, Safitra et 
al. (2023) frame an "adaptive cybersecurity mindset" as a necessary organizational 
orientation, and Babar et al. operationalize adaptation technically — their reinforcement-
learning agents dynamically adapt detection thresholds to changing attack conditions. 

Reading across these, Adaptation operates at three levels that should not be 
conflated: strategic/organizational (mission or posture evolving over time — Safitra et al., 
2023; the CREF "Evolve" goal), architectural (a system's own structure or parameters 
changing dynamically), and individual/citizen-level (Thinyane & Christine, 2020, a 
notably different unit of analysis). The evidence for Adaptation is real but thin relative to 
the three core phases — an under-theorized fourth dimension in the literature actually 
retrieved, stated here as a genuine finding rather than papered over. 

Framework/model proposals and simulation/technical evaluations together 
account for 53% of included studies, while genuinely empirical organizational research 
accounts for only 14%. Read alongside the phase-level findings above, this suggests a 
specific gap: the field is good at proposing mechanisms and increasingly good at technically 
validating narrow ones, but comparatively weak at empirically studying how real 
organizations — beyond the single-organization case studies reported as preliminary 
(Davies & Patel, 2016) — actually implement or sustain any of these strategies over time. 

Limitations 

This review's limitations are stated plainly rather than smoothed into generic boilerplate. 

1. Database coverage. Scopus and Web of Science were not searched because 
institutional access was not available — a material limitation, since both index 
cybersecurity and management literature not necessarily covered by IEEE Xplore, ACM 
Digital Library, or Google Scholar. 

2. Incomplete retrieval, with an evidenced quality caveat. Of the 494 records that 
passed screening, only 132 (27%) were retrieved and assessed before the evidence base 
was finalized; 362 were never retrieved. This review does not assume the missing 362 
would contribute proportionally more included studies — a reviewed batch of 68 full 
texts showed a 29% false-positive rate despite passing automated screening, so a 
meaningful share of the 362 would likely not have been eligible even if retrieved, though 
this cannot be confirmed without doing so. 

3. Screening and full-text/extraction judgment were not independently dual-
reviewed — a departure from PRISMA best practice. The classifier's own measured 
error rate (29% on one batch, 9% on an earlier batch) is reported precisely because its 
stated counts should not be taken as more reliable than that. 

4. Extraction depth was uneven for some studies — long surveys, slide-deck-style 
presentations (Bodeau, 2018; Wheeler, 2019; Troiani, 2020), and papers presenting 
only preliminary results (Davies & Patel, 2016) — relying on partial reads of the most 
resilience-relevant sections. 

5. Empirical evidence is thin and skews technical: only 14% of included studies are 
empirical organizational research (Sections 4.1, 5.3). 
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6. Geographic and sector concentration persists despite meaningfully broad 
representation: US-, UK-, and Germany-affiliated authorship remains the largest cluster, 
and several regions/sectors (healthcare beyond one study, most of Latin America and 
Sub-Saharan Africa) remain thin. 

7. Currency. A meaningful share of the Anticipate/Withstand literature predates 2020, 
while the threat landscape it addresses has continued to evolve; findings from this older 
literature should not be read as reflecting current conditions. 

Concluding synthesis 

This review synthesized 106 studies from IEEE Xplore, ACM Digital Library, and 
Google Scholar (Scopus and Web of Science were inaccessible) to characterize how 
organizations build cyber resilience across Anticipate, Withstand, and Recover, with 
Adaptation as a cross-cutting fourth theme. Maturity is uneven by phase — Anticipate is 
most developed, Withstand is fragmented, and Recover is now substantively represented 
but still light on post-incident crisis communication — while Adaptation remains a real but 
under-theorized fourth dimension. Methodologically, the field leans heavily toward 
framework/model proposals and simulation/technical evaluations (53% combined), with 
genuinely empirical organizational research accounting for only 14%. 

Given the limitations detailed in Section 5.4 — absent Scopus/Web of Science 
coverage, 362 screened-but-unretrieved records, and single-reviewer screening and 
extraction — these conclusions should be read as a rigorous synthesis of a bounded, 
transparently documented evidence base rather than an exhaustive census of the cyber-
resilience literature. 

Recommendation 

Three gaps stand out as most actionable, in descending order of evidentiary support: 
(1) post-incident crisis communication — despite substantial CSIRT-process coverage, 
no included study treats stakeholder/media/customer communication after an incident as 
its primary focus; (2) empirical validation of Withstand- and Recover-phase technical 
mechanisms beyond their originating authors' own testbeds — most of the newest 
technical contributions report strong single-setup results with no independent replication; 
and (3) the relationship between Adaptation and the three core phases, which remains 
under-theorized — several studies gesture at it but none empirically studies how 
organizations adapt their posture over time. 
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